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User Data and User Settings Management

Beta 3 Technical Walkthrough

Abstract

This document contains information about the User Data Management and User Settings Management
features that are available in the Microsoft® Windows® 2000 operating system. User Data
Management and User Settings Management are part of the new IntelliMirror™ management
technology features of Windows 2000. These features allow administrators to reduce the total cost of
ownership (TCO) for personal computers (PCs) in their organizations.

This walkthrough describes scenarios that illustrate the benefits of User Data Management and User
Settings Management. It is designed to help administrators understand how they might want to use
these features within their organizations.
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INTRODUCTION

People use computers when they are not connected to a network (the stand-alone
state) as well as when they are connected to a network (the networked state). In the
course of doing their jobs, people frequently transition between these two states.
The IntelliMirror™ management technologies, and specifically User Data
Management and User Settings Management, make it possible for people to get the
most out of their personal computers, because data and settings follow the user
without regard to whether they are in the stand-alone state or connected to a
network. The increased availability of a user’s data and his or her personal
environment is a result of storing that information on network servers as well as in
synchronized off-line locations on the local hard drive.

Users can log on to any computer and have access to their own data and
documents, their own preferences, and their own applications, without having to
understand what is happening to make this occur. While the user’s exposure to the
IntelliMirror features is transparent—they do not see a Start menu item called
IntelliMirror—the administrator does need to perform certain configuration tasks.

This walkthrough discusses how to get started with two of the primary feature sets
in IntelliMirror: User Data Management and User Settings Management. For
reference, the following table outlines all of the IntelliMirror feature sets:
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Change and Configuration Management

Feature Benefits Technologies
My data and documents follow me! Active Directary™
Users can have access to the data they Group Policy
need to do their jobs, whether online orf  Offline folders
User Data offline, when they move from one Synchronization
cormputer to another on the network. Manager
Management adrinistrators manage this feature Enhancements to
centrally by policy to minimize support the windowa® shell
costs, Folder Redirection
Disk quotas
] My software follows me!
E Users have the software they need to Active Directary
i Software perform their jobs, Software and Group Policy
= Installation optinn_al features install "_just in time_."_ windows Installer
- Once installed, software is self-repairindg Add/Remove
- and Adrinistrators ranage application and Programs in the
ﬂ Maintenance | %% upgrades as well as application Control Panel
[ deployrment centrally by palicy, This Enhancernents ta
- minimizes support costs, the windows shell

User Settings

My preferences follow me!

Users see their preferred desktop
arrangerments from any computer, A
user's personal preferences and setting
for desktops or software are available

Active Directory
Group Folicy
Offline folders
Roaring user

Management wherever the user logs on. profiles
administrators manage this feature Enhancernents ta
centrally by policy to minimize support the Windows Shell
costs,

Administrators can enable remote gctwe Enl'!actnr\,r
installation of Windows Z000-based roup Folicy

Remote OS5 operating systems and desktop images Dynarnic Host

Installation

on new or replacement computers
with out on-site technical suppart.

Configuration
Protocal (DHCP)
Rermote Installation
Services

IntelliMirror + Remeote OS Installation —— Machine Replacement

Change and Configuration Management

User Data Management
User Data Management is concerned with the data that the user can see—primarily
user documents and personal files. User data can follow the user because
Windows 2000 can store the data in specified network locations while making it
appear to the user as if it was stored locally.

There are several ways in which an administrator can arrange for a user’s data to
follow that user. The administrator can configure the functionality manually, set it up
on a per-user basis, or configure it through Group Policy.

The key method to make a user’s data follow that user is to redirect specific user
data folders (such as My Documents) to a network location, and then make this
location available for off-line use.

2
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When a user then saves a file to the My Documents folder, the file is actually saved
on the network location, and the local computer is synchronized with the network
copy. This synchronization occurs in the background and is transparent to the user.

The user works in the same way whether he or she is in the stand-alone or
networked state, and is therefore unaffected by temporary network outages. When
a user works off-line, either through choice or because of a network failure, all
moadifications and changes to user data are made to the local copy. In due course,
when the computer is reconnected to the network, synchronization with the network
copy occurs automatically.

In the case that the networked and the local copy have both changed in the interim,
the Synchronization Manager prompts the user for advice as to whether to save
both copies or synchronize one copy with the other copy.

User Settings Management

User settings, like user data, can follow the user—regardless of the where that user
logs on. User settings follow users because IntelliMirror uses Group Policy and the
Microsoft Active Directory™ directory service to store all important user settings.

Administrators can use settings to customize and control users’ computing
environments and to grant and deny the users the ability to customize their own
computing environments. These settings can be applied so that they affect users
and computers. Where users have permission, they will often customize the style
and default settings of their computing environment to suit their needs and work
habits.

Settings contain three types of information:

Vital information (both personal and administratively set)
Temporary information
Data specific to the local computer

In an environment where users are permitted to use more than one computer,
temporary and local computer information typically should not roam with that user,
as this can cause unnecessary overhead, and differences between computers could
disrupt the roaming function.

When Windows 2000 manages user settings using Group Policy and well behaved
applications®, it ensures that only vital information is retained, while temporary and
local computer settings are dynamically and appropriately regenerated as required.
This allows users to have a similar experience on any computer they log on to.

! Well-behaved applications are applications that meet the Windows 2000 Logo
or those that meet the best practices for user and computer state separation.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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User Data and User Settings Management Technologies

The technologies that enable User Data Management and User Settings
Management are the same; the main difference between the technologies is that a
user is generally acutely aware of his or her data, while the same user may not be
aware of settings. Settings are the data that applications need to preserve the users
state. Examples of settings include a user’s custom dictionary, .ost files, and data
that control the look and behavior of applications.

The technologies that this walkthrough will address are:

Roaming User Profiles. These allow users to roam among computers within
the corporate network. If a user has a Roaming User Profile (RUP), he may log
onto a computer, run applications and edit documents, and log off. At log off,
the user’s user profile is copied to a server. When the user logs on to another
computer, all of the profile information, including any Start menu
customizations and the contents of the My Documents folder, are copied to the
second computer.

Folder Redirection. This is a unique feature of Windows 2000 that allows
users and administrators to redirect the path of a folder to a new location. The
new location can be a folder on the local computer or a directory on a network
share. Users have the ability to work with individual or shared documents on a
secure server as if they were based on the local drive.

Offline Files. These make it possible for users to work with networked
documents. If a user has enabled a file or folder to be available offline, a copy
of the shared file or folder is stored on the local computer. If the computer has
no network access, the user can edit the local version of the cached document.
When network access is restored, the edited document is copied back to the
network share.

The remainder of this walkthrough explains how to use each of these three
technologies.

4
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ROAMING USER
PROFILES

In general, the implementation of Roaming User Profiles (RUP) in Windows 2000 is
similar to the Windows NT 4.0 implementation. Details on the differences are
documented in Appendix A.

If you are unfamiliar with RUP, it is suggested that you read the sections on it in the
Windows NT 4.0 Resource Kit or the white paper, “Guide to Microsoft Windows NT
4.0 Profiles and Policies,” located on the World Wide Web at:
http://www.microsoft.com/ntserver/management/default.asp

IT Administrator
The administrator logs on to a server, creates a network share to store roaming
user profiles, and then makes users “roaming users.”

To create a shared folder to store Roaming User Profiles

1. If you have not already done so, log on to the MSMSRVO0L server as an
administrator.

2. Double-click the My Computer icon to open it.

3. Double-click the hard-drive icon of the Local Disk where you want to place the
roaming user profiles.

4. Inthe File menu, select New and click Folder.

5. Under the New Folder in the selected drive pane, type:

Profiles

6. Click Profiles.

7. Right-click the Profiles folder and select Properties from the context menu.
The Profile Properties page appears.

8. Click the Sharing tab.

9. Select Share this folder.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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Profiles Properties EHE |

Generall Weh Sharng  Sharing | Seu:urit_l,ll

netwark. Ta enable sharing For thiz falder, click Share this

g t'ou can zhare this folder among other uzers on your
folder.

™ Do not share this folder
— % Share thiz falder

Share name; IPerilES

Comment; I

Uszer lirnit: % M arimum allowed

" Allow I _Ij Uzers

To zet permiszions for how wzers access this
folder over the network, click Permissions.

To configure zettings for Offline access to Cachi |
thiz hared folder, click Caching. ehing

OE, Cancel Apply

Profiles Properties

10. Click OK.

To make Claire Hector a roaming user

1. On the Start menu, point to Programs, and click Administrative Tools.
2. Click Active Directory Users and Tools.

3. Click the plus sign (+) next to streetmarket.com to expand the tree.

4. Click the plus sign (+) next to Accounts.
5

Click the plus sign (+) next to Production.
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\‘,"J dsa - [Active Directory Users and Computers [MSMSRY01.streetmarket.com] streetmarke... !E E

1l o

J@ Consale  wipd Halr,

dsa - [Active Directary Users and Computers [MSMSRVOL . streetmarket.com]istrestmarket, comiAccoun

t

[ agion vew [€ 9 AW XELBD 2| 0BEY X6

7 objeck(s)

@ Active Direckory Users and Computers [MSMSRYOL, street
E@ streetmarket. com
{3 Accounts
(23] Headquarters
(€8] Marketing
e
[ Builtin
[:l Compukers
+|-{&5] Domain Controllers
@23 Groups
@ Resources
[:| Users

< | |

Marme | Type / | Descrip
€7 Clair Hector User
Q Cynithia Randall User
Q Joanna Fuller User
€7 Jon Grande User
Q Larraine May Liser
Q Mike Seamans User
€7 Pat Kirkland User
| 1l — H

Active Directory Users and Computers snap-in

Right-click Claire Hector, and select Properties from the context menu.

Click the Profile tab.

For the profile path, type:

\'\ MSMSRVO1\ Pr of i | es\ duser nane%

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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Clair Hector Properties ﬂ E |

Telephonesz/Motes I Crganization I b ember OF | Diial-in |
General I Address I Account Frofile
— zer prafile

Prafile path: I'\'\MSMS RYO1 WProfileshEuzemanei

Logon script: I

—Haome directaory

{+ Local path: I
" Connect; I j Tn:nl

— Shared documents folder

HMetwork path: I

k. I Cancel Apply

Clair Hector Properties

Note: %username% is an environment variable. In this case, %username%
maps to Claire Hector's user name, CHector. When Claire Hector logs on to a
computer, Windows NT will create the directory “CHector” in the Profiles share
on MSMSRVO01.

9. Click OK.

10. To close the Active Directory Users and Computers snap-in, click Console and
then click Exit.

User
In this part of the roaming user profiles scenario, log on as Claire Hector
(CHector@streetmarket.com) who is now a roaming user.

To create a custom bitmap (wallpaper)
1. On the Start menu, point to Programs, and then click Accessories.
2. Click Paint.

3. Use Paint to draw something that you will use as wallpaper.
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7.
8.

If you did the Group Policy walkthrough before this walkthrough, you may need to

Click the File menu.
Click Save As.

In the File name text box, type:
MyBackgr ound

Notice that the system saves the file in the My Pictures folder.

Click Save.

To close Paint, on the File menu, click Exit.

adjust the policy to ensure that Claire Hector has the ability to change her
wallpaper.

To make the bitmap the wallpaper (background)

1.
2.
3.

Right-click the Desktop.
Click Properties on the context menu.

Select the bitmap you just created in the list box.

Display Properties E E3 |

Background I Screen Saverl .ﬁ.ppearancel Wb I Effectsl Seftings I

Select a background picture or HTRL document az “Wallpaper:

%’ filker prop page ;I Browze. .. |
e s

fzrnl
ﬁ fem Picture Dizplay:
ﬁ Fsm’ I Center 7 I
ﬁ gettingstarted

i I Bac |-=Z_grl:l urd

i fMyBac Patterr...
T T ;I _—l

K I Cancel | Apply

Display Properties
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4. Click OK.

At this point, log off of the computer and log on to a different computer as Clair
Hector (CHector@streetmarket.com). The wallpaper on the second computer
should be the same as the wallpaper on the first computer; that is, Clair Hector’'s
settings should follow her.
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FOLDER REDIRECTION

Folder redirection is a way to place data in a set of folders in the users profile on the
network. This can be combined with local or Roaming User Profiles. Besides the
availability and backup benefits of having the data on the network, the users will
also have performance gains with slow links and subsequent log ons.

IT Administrator
The administrator logs on to a server, and redirects users’ My Documents folders to
a server.

To create a shared folder for users' My Documents folders

1.

© © N 9

If you have not already done so, log on to the MSMSRVO01 server as an
administrator.

Double-click the My Computer icon to open it.

Double-click the hard-drive icon of the Local Disk where you want to place the
My Documents folders.

In the File menu, select New and click Folder.

Under the New Folder in the selected drive pane, type:
Docs

Click the Docs folder.
On the File menu, click Properties.
Click the Sharing tab.

Select the Share this folder button.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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Docs Properties

Docs Properties

10. Click the Caching button.
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Caching Settings E |

Y'ou can zpecify if and how filez within this shared folder are cached
lozally when acceszzed by athers.

—Iv  Allow caching of files in this shared folder

Setting: I.-'i‘-.uh:umati-: Caching for Documents j

Auton ing for Documents
Autarnatic Caching for Programs
Ree| b arual Caching for Documents

Opened files are automatically downloaded and made available
when working offline.  Older copiez are automatically deleted to
make way far hewer and maore recently acceszed files. To enzure
proper file sharing, the gerver verzion of the file iz alway: opened.

()4 I Cancel Help

Caching Settings

11. Inthe Setting list box, select Automatic Caching for Documents.
12. Click OK.
13. Click OK.

To redirect the users’ My Documents folders to the network

1. From the Start menu, point to Programs and then click Administrative Tools.

Click Active Directory Users and Computers.

Double-click streetmarket.com.

2

3

4. Double-click Accounts.
5. Double-click Production.
6

Right-click Production, and select Properties.

Microsoft Windows 2000 Beta 3 Technical Walkthrough

13



Production Properties ﬂ E |

General I Managed By Group Palicy |

& Current Group Policy Object Link s for Production

Group Policy Object Linkz | Mo Overide | Digabled |

Group Policy Objects higher in the list have the highest priarity.
T hiz lizt obtained from the primary domain cantraller.

New | add. | el Up

W EtiGTE.. | [Nelete). | Eroperties | [t |

[ Block Policy inheritance

K I Cancel | ][] |

Production Properties

7. On the Production Properties page, click New.

8. Forthe New Group Policy Object name, type:
Redi rect My Docs

9. Press the Enter key.

10. Click Edit to edit the Redirect My Docs Group Policy Object (GPO).
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11.
12.
13.
14.
15.

i opedit - ["FolderRedirection’ Policy',User Configuration’,Windows Settings'Folder Redirection] Hi=]
| action  view |J<::--> m B =2
@ "FolderRedirection” Policy Mame | Type
[+ Computer Configuration [:Inpplication Diaka File Folder
User Configuration ([dDeskiop File Folder
v Software Settings My Documents File Folder
DStart Menu File Folder

[Z My Documents
[_] Start Menu
Securiby Settings

Scripts {Logon/Lagoff)
(21 Administrative Templates

Remote Installation Services

Editing the Redirect My Docum

ents GPO

Double-click User Configuration.

Double-click Windows

Settings.

Double-click Folder Redirection.

Click My Documents.

On the Action menu, click Properties.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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My Documents Properties

Baziz - Redirect everyone's folder bo the zame location

W05 S AV Sdocs\ Eusername ]

—

My Document s Properties
16. On the My Documents Properties page, in the Settings: drop down box select
Basic — Redirect everyone’s folder to the same location.

17. On the My Documents Properties page, in the Target folder location text box
type:
\'\ MSMSRVO1\ Docs\ %user nane%

18. Click the Settings tab.
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My Documents Properties ﬂ E |

Target  Settings |

D Select the redirection settings for My Documents.

"2 Erant the uzer exclusive nghts to My Docurments

[w Maove the contents of My Documents b the new location,

— Policy Remowal

¢ Leave the folder in the new location when policy is removed.

™ Redirect the folder back ta the local userprafile location when
policy is removed.

— My Pictures Preferences

¢ Make My Pictures a subfolder of My Documents.

" Do not specify administrative palicy for My Pictures,

K I Cancel Apply

My Documents Properties — Settings Tab

19. Select Grant the user exclusive rights to My Documents. This sets the
NTFS security descriptor for the %username% folder to full control for the
%user% and Local System.

20. Select Move the contents of My Documents to the new location. This
moves any documents the user has in the local My Documents to the server
share.

21. Click OK.

22. Close the Group Policy snap-in.
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OFFLINE FOLDERS User
Before beginning this portion of the walkthrough, be sure to complete the Folder
Redirection scenario.

To create a document in the My Documents folder

1. Logonto MSMWKS1 as CHector (CHector@streetmarket.com)
Click on Start.
Click on Programs.

2

3

4. Click on Accessories.
5. Click on Notepad.

6

In Notepad, type:
Revi ew Jon Grande's presentation by Friday.

& Untitled - Notepad =] E3
File  Edt Format Help

Review Jon Grande's presentation by Friday. =]
Kl A

Notepad with new data

7. On the File menu, click Save As.
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Save As 12 x|
Save in: I@ My Documents j - e .

. [Ea ty Fictures

Recent

File name: [Rreview = _Iﬁa"e
Save as lype: IText Diacurnerts (* tt) j Carcel |

Encoding: IANSl j

Save As

Make sure that the Save As dialog box is pointed at the My Documents folder.

7. In the File name text box, type:

Revi ew

8. Click Save.

9. To close Notepad, on the File menu, click Exit.

To make the My Documents folder available for offline use
1. From the desktop, right-click My Documents.

2. Click Make Available Off-line from the context menu.

3. On the Offline Files Wizard, click Next.
4

Click the check box for Automatically synchronize the Offline Folders when
I log on and log off my computer.

o

Click Next.
6. The Enable reminders check box will be selected. Click Next.

7. On the Confirm Offline Subfolder dialog box, select Yes, make this folder and
all of its subfolders available offline.

8. Click OK.
9. Double-click My Documents to open the folder.

Notice that the icon for Review has changed to reflect Review's availability
while offline.
10. Close the My Documents folder.
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# My Documents _ O] x|

| File Edt View Go Favoites He |

Jﬂ:lEau:kvlibv|:ESearchv[B .

J.-’-'-.gldress 3 My Documents j
by Pictures Review

| 1168 | |25 Local intranst zone /:2

Review (with icon reflecting availability offline)

To disconnect from the network

1. To disconnect from the network to simulate working offline, disconnect your
network cable from your computer.

2. Double-click on My Documents.

3. Eventually, you will see a computer icon on the tray (the lower right-hand corner
of the screen). If you hover the mouse near this icon, it will say, “Offline Files —
the network is not available.”

| G= 1z24aem

Offline Files Icon in the System Tray

To edit a document while offline
1. Double-click Review in the My Documents folder to open it.

2. Type the following new line:
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Pass the results to Kim Akers by Monday.

& Review - Notepad =]

Eile Edit Fommat Help

Review Jon Grande's presentation by Friday. ]
Pass the results to Kim Akers by Honday.

[0 2

Changes to the Review Notepad File

3. On the File menu, click Save.
4. On the File menu, click Exit.
To reconnect to the network
Reconnect the network cable.
To synchronize offline documents with the server

1. Inthe System Tray, click the computer icon.

G ® nziem

Network Available

2. Inthe Offline Files Status dialog box, click OK.
3. Inthe Close Open Files dialog box, click OK.

The version of Review that was stored on the server is replaced with the newer
Review file from the local computer.

You can also synchronize from Synchronize in the File menu after selecting
the file you wish to synchronize, or the Synchronize button in the web view for
that file.

To verify that changes were propagated to the server
1. On the desktop, double-click My Documents.
2. Inthe My Documents window, double-click Review.

3. In Notepad, you see the text that you edited while offline.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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APPENDIX A: ROAMING
USER PROFILE
CHANGES IN WINDOWS
2000

This section provides information on the differences between Windows NT 4.0 and
Windows 2000.

There are a few changes to Roaming User Profiles to increase the usability and
resilience of the feature:

New Merge Algorithm
New Name space
New Location

There are also two features that were added in Windows NT 4.0 SP 4 that are
included.

Ability to not roam folders.
Quotas on Profile size.

New Merge Algorithm
This is a high-level overview of the changes to the user profile replication algorithm
and the reasons these changes where made.

Overview of Windows NT 4.0 Merge Algorithm

In Windows NT 4, the algorithm is an Xcopy with full synchronization support. That
is, it has the ability to mirror a profile from one location to another, and any extra
files or directories in the destination location are deleted. The algorithm is based on
the idea that there a single master profile at anyone time. When the user is not
logged on, the master profile is on the server. When the user is logged on, the
master profile is on the local computer. This works well for users who only log on to
a single computer, but in the case of users logging onto multiple computers at the
same time, this can lead to data loss.

Here is how the algorithm worked in more detail:
1. The user logs onto computer A (his primary computer).

2. The roaming profile is Xcopied from the server location to his local profile
location. For example: \\scratch\scratch\joe to c:\winnt\profiles\joe.

3. The user creates some documents, changes colors, etc and all of these
changes are stored in the local profile location.

4. Atlogoff time, the profile is Xcopied from the local location back to the server
location.

This is an exact mirroring process; if there were any extra files in the server
location, they are deleted to make sure the server location is an exact duplicate of
the local profile.

The problem occurs if the user has two or more computers. Building upon the
example above:

1. The user logs onto computer A.

2. The user logs onto computer B.
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3. The user creates a document on computer A and stores it in his profile.
4. The user logs off of computer A.
5. The user logs off of computer B.

The document created in step 3 will be deleted because from computer B’s
perspective, it has the master profile locally and the extra files in the server should
be deleted so that the local profile is now the master server profile.

A similar data loss problem occurs when files are edited. For example, if the user
has a document called “document.doc” in his My Documents folder in the server
copy of the profile:

1. The user logs onto computer A.
2. The user logs onto computer B.
3. The user edits the document on computer A.
4. The user logs off of computer A.
5. The user logs off of computer B.

The changes made to the document on computer A are lost because when the user
logged off of computer B, the older version of the document overwrote the new
version of the document because it believed it had the master version of the profile.

These two issues have been fixed in the Windows 2000 version of the algorithm.

Overview of Windows 2000 Merge Algorithm

The Windows 2000 algorithm now has support for merging of user profiles (at the
file level) and support for last writer wins. This means that new files and files that
have been updated will not be deleted or overwritten.

In the situation where an existing document has been updated, the new algorithm
checks the time-date stamp of the destination file against the source file. If the
destination file is newer, it will not be overwritten.

At log on, the current time is saved, and then at logoff time, this third timestamp is
used to determine which files are new in the server profile and which files have

been deleted in the local profile. For example, the server profile has a document in
the My Documents folder called “review.doc.” This file does not exist in the local
profile, so either it is a new file from a different computer, or it was in the local profile
originally and the user deleted it. By knowing the timestamp of when this profile was
loaded, you can compare review.doc against it. If review.doc was created (or written
to) after the profile load time, it should be preserved because it came from a
different source. If the review.doc timestamp is older than the load time, it should be
deleted (because it would have been copied to the local computer at load time).

In addition, there may be cases where some files need to be removed from the local
cache so that deletes between sessions remain deleted. For example:

1. The user logs onto computer A.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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2. The user creates edits a document on computer A.

3. The user logs onto computer B.

4. The user logs off of computer B; B has copy of doc.

5. The user deletes the document and logs off computer A.

To make sure the deletion takes effect, the cached version of the profile is
synchronized with the profile server at logon time; all files in the local cache that are
not present in the server and were not modified since the last logoff time are
deleted.

With these changes, Windows now has the ability to merge user profiles. This also
allowed the removal of a confusing dialog, which prompted the user to pick a profile
(local or roaming).

New Namespace
There are several new folders in the All Users profiles:

Templates

Favorites

Documents.

Application Data has been moved into the profile.

(Items below in Bold = visible to user logged on)
C:\
<Windows NT OS files hidden>
Program Files
<soft barrier=>

WINNT
<soft barrier>
Recycled ; one per drive, per-user trash
Documents and Settings ; created for new installs of Windows 2000
/ Joe ; Pointed to by %UserProfile%o
NTUSER.DAT ; contents of HKEY_CURRENT_USER

My Documents

My Pictures ; shortcut to local My Pictures
Start Menu
Per-user Desktop

roami ng Favorlites 4 |
Templates ; per-user customized templates
data P P P

Recent
SendTo
NetHood
PrintHood
Application Data* ; per-user roaming app data
Microsoft Internet Explorer
Cookies
Quick Links

;the following section does not roam by default

)

Local Settings ; Pointed to by %UserProfileLocal%o
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Temp ; must be visible for backwards
compatibility

Classes ; per-user classes root (file)
Application Data? ; per-user non-roaming app data
History

Temporary Internet Files

All Users

Start Menu
Desktop
Favorites
Templates
Application Data® ; per-machine (global) app data
Administr.;allt‘or
Default Users
1. Per-User and Roaming. Application data is stored when the data must roam
with the user from one computer to another. This is typically smaller and/or very
important data, such as the IE favorites, quick links, cookies and the Outlook
Express personal web address book.

2. Per-User and Local Only (Non-Roaming). Application data is stored here if
the data should stay on the local computer and not roam with the user. This is
typically less important, larger or regenerable data, such as the IE temporary
internet cache, history, TEMP folder and the contents of the Recycled.

3. Per-Machine (Global). Application data is stored here if it is meant to be
viewed or used by everyone who uses the computer. This data does not roam
with any of the users of the computer. This one is much less frequently used. If
your app is installed for an individual user, you may not have any app data
here. If you app is installed common (for everyone), you might put tons of data,
such as templates or samples; anything that multiple users may want to use.
For any thing offered in this area that is then later customized by a user (such
as a template), the updated per-user version should be stored in the per-user
area.

New Location of the Users Profile on the Local Computer
To assist with computer lockdown, on a new Windows 2000 installation, the user
profiles folder is located at:

“oSyst enDri ve% Docunents and Settings”

This typically translates to C:\Documents and Settings.
On an upgrade from Windows 9x with user profiles disable, the same is done.

On an upgrade from Windows 9x with user profile enabled or Windows NT 3.x or
Windows NT4, the user profiles folder is located at

“oSyst enRoot % Profil es”

Which typically translates to C:\WinNT\Profiles. This was not moved as some
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applications have hard coded paths and would break if the profile location moved.

The below table summarizes the locations

0s Upgrade Clean Install
Windows 9x %SystemDrive%\Documents %SystemDrive%\Documents
and Settings and Settings
Windows 9x with Profiles %SystemRoot%\Profiles %SystemDrive%\Documents
enabled and Settings
Windows NT 3.x && 4.0 %SystemRoot%\Profiles %SystemDrive%\Documents
and Settings

There is now a switch to unatted.txt that allows the installer of Windows 2000 to
specify the location of the Profiles folder. Set the following in “GuiUnattended”
Section of unattended file.

profilesdir = "U%ystenroot%profiles”

Once Windows is installed, there is no supported way to move the Profiles folder.

Non-Roaming Folders

Windows 2000 and Windows NT 4.0

In Windows 2000, roaming user profiles are still copied from the server to the client
at log on and copied back at logoff, but introduced a per-user local settings folder
into the user profile that is not copied during log on or logoff. In this folder, operating
system components and other applications can store non-roaming per-user data.

For example, Microsoft Internet Explorer can store a user’s Favorites in the roaming
portion of the user profile and store the IE Cache (Temporary Internet Files) in the
local (non-roaming) portion of the user profile. As noted in the Namespace section
there is a default set of folders that does not roam. You can configure any folder to
not roam using policy.

On Windows 2000 this is done using the Group Policy Editor. The path in the Name
space is:
User Configuration\ Adm nistrative Tenpl at es\ Syst eml Logon/ Logof f

Policy is called “ Exclude directories in roaming profile”.

Quotas on Profile Size

Windows 2000 and Windows NT 4.0

The Proquota.exe is a utility that can be set up to monitor the size of users profiles.
If an individual user's profile exceeds the predetermined file limit, the user won't be
able to log off of the computer until the user reduces the size of the file. It is
configured using policy.

On Windows 2000 this is done using the Group Policy Editor. The path in the Name
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space is:

User Configuration\ Adm nistrative Tenpl at es\ Syst em Logon/ Logof f

Policy is called “ Limit profile size” .
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FOR MORE
INFORMATION

For the latest information on Microsoft Windows 2000 network operating system,
visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the
Windows NT Server Forum on the Microsoft Network (GO WORD: MSNTS).

For the latest information on the Windows 2000 Beta 3, visit the World Wide Web
site at http://ntbeta.microsoft.com/.

For the white paper, Guide to Microsoft Windows NT 4.0 Profiles and Policies, see
http://www.microsoft.com/ntserver/zipdocs/prof_policies.exe.

Before You Call for Support

Please keep in mind that Microsoft does not support these walkthroughs. The
purpose of the walkthroughs is to facilitate your initial evaluation of the Microsoft
Windows 2000features. For this reason, Microsoft cannot respond to questions you
might have regarding specific steps and instructions.

Reporting Problems

Problems with Microsoft Windows 2000 Beta 3 should be reported via the
appropriate bug reporting channel and alias. Please make sure to adequately
describe the problem so that the testers and developers can reproduce it and fix it.
Refer to the Release Notes included on the Windows 2000 Beta 3 distribution
media for some of the known issues.
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